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Abstract 

The use of smart contract technology for contract execution and real-time payment can ensure the timely availability of 

funds, thus ensuring the security and authenticity of data in power grid transactions. In this paper, we design a digital 

RMB smart contract model based on blockchain technology and use the hexadecimal model to create, deploy, and execute 

smart contract functions. And through the DTSC algorithm, smart contracts can be applied to the grid smart payment 

settlement. At the same time, a privacy protection algorithm for transaction data is proposed, and finally, the grid smart 

payment settlement system is designed based on smart contracts and privacy protection algorithms. Simulation test results 

show that the cost required for the digital RMB smart contract proposed in this paper is lower than the existing schemes 

in terms of invocation and deployment costs. The average chain code invocation delay in smart contract technology 

decreases when the transaction sending rate increases from 250TPS to 300TPS. Moreover, the on-chain operation time 

of this system is only 2.69 seconds, which meets the demand of practical power grid smart payment settlement 

applications. This paper sets the foundation for the efficient operation of the grid smart payment and settlement system 

and provides a guarantee for payment and settlement security. 
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1 Introduction 

The research and development of China’s digital RMB began in 2014, and after years of exploration, 

digital RMB has realized significant development in terms of back-end technical architecture, specific 

application scenarios, and ecosystem construction [1-2]. By the end of 2022, the stock of digital RMB 

in circulation reached 13.61 billion yuan, the pilot of digital RMB has been expanded to 26 regions 

in 17 provinces (municipalities), the top-level design and ecosystem construction continue to improve, 

and the effect of deepening the pilot is constantly highlighted [3-5]. From the current view of the 

actual promotion of the digital RMB pilot process, many places, in addition to creating general 

scenarios such as daily consumption and closed pilots, are also creating some special scenarios, such 

as the use of special funds, pre-payment, and other scenarios that have not been properly resolved [6-

8]. Digital RMB can effectively empower the solution of the above problems by loading smart 

contracts that do not affect its monetary function [9-10]. 

The intelligent development of payment and settlement of digital RMB will bring a new round of 

leaps and changes in financial work [11-12]. The popularization of digital RMB will make the process 

of payment and settlement more efficient, convenient, and secure and provide a new opportunity for 

the development of intelligent payment and settlement systems [13-14]. Smart contract technology, 

on the other hand, can realize the customization and automation of payment and settlement, thus 

improving the financial efficiency of enterprises and reducing human errors [15-16]. However, on the 

other hand, the development of these two technologies will also bring more thoughts and challenges 

to finance personnel [17-18]. In order to adapt to the application and popularization of e-CNY and 

smart contracts in the future, accounting standards, enterprises’ demand for financial talents’ 

knowledge structure, enterprise capital management models, corresponding risk management 

measures, and data management systems need to undergo corresponding changes [19-21], which 

requires financial personnel to continue to learn and adapt to new technologies and changes with a 

more active and open mind, so as to become a more active and promising group in the digital wave 

[22-24]. 

Wang, J. stated that digital RMB is an important financial innovation of China’s central bank, which 

is constructed into a payment system with security and intelligence, and efficient through blockchain 

technology, smart contracts, and cryptography, which promotes the innovation of financial science 

and technology and upgrading of payment methods [25]. Zheng, Y. et al. pointed out that embedding 

smart contracts into the whole process of issuing, circulating, and destroying digital RMBs can 

provide feasible guarantees for digital RMBs and slowly build up a system of rules that is compatible 

with the current laws in China [26]. Zheng, Y. et al. mentioned that the issuance of digital RMB is a 

challenge to China’s financial system, and the emergence of digital RMB may lead to a fundamental 

change in the financial system. In addition, the promotion of digital RMB is a key national strategy 

for China and continuous efforts are made for its development [27]. Zou, X. specified that compared 

with crypto digital currency based on blockchain technology, digital currency e-payment has the 

characteristic of centralized management, and digital currency e-payment will have a profound impact 

on monetary policy, the operation of banks and other payment institutions, as well as the development 

of the digital economy, the internationalization of the RMB, and even for the governance of the 

society [28]. Zhang, T. found that digital currency electronic payments can improve monetary policy 

and stabilize the financial market to a certain extent, in addition to saving the cost of using cash and 

thus strengthening the central bank’s financial regulatory capacity [29]. Liu, X. et al. show that digital 

currency electronic payment has the same legal status as the physical RMB, which will help to 

improve the efficiency of Chinese residents’ daily payments, reduce the cost of central bank 

management, and thus accelerate the development of the digital economy and promote the progress 

of society and technology [30]. Dziwok, E. stated that new payment methods and new forms of 

currency are enabling the gradual internationalization of the Chinese renminbi, which increases the 
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international position of China in the field of payment systems. In addition, new payment methods 

and forms of currency play an intermediary role in strengthening the role of international transactions 

outside the traditional banking system [31]. 

This paper builds a digital RMB smart contract model using blockchain technology and deploys 

DTSC and CDSC through smart contracts. The DTSC algorithm is utilized to complete the functions 

of requesting purchase, successful payment and settlement, and resolving disputes in grid smart 

payment settlement to ensure smooth operation of grid smart payment settlement. Subsequently, this 

paper proposes a method for protecting payment settlement privacy that uses public and private keys 

to encrypt transaction data for storage and protection operations. Finally, based on the digital RMB 

smart contract and privacy protection algorithm, the grid-intelligent payment and settlement system 

is constructed, and the grid-intelligent payment and settlement is realized through the modules of 

identity management, data review, and calculation task execution. The function cost and deployment 

cost required for the smart contract to run on this basis have been tested and analyzed. Analyze the 

transaction delay and time consumption of the Grid Intelligent Payment and Settlement system in the 

simulation application and explore its application effects. 

2 Method 

2.1 Blockchain-based Smart Contract Model for Digital RMB 

The Data Trading Smart Contract Model (DTCM) constructed in this paper based on blockchain 

technology [32] is a hexadecimal group, DTCM= (DS, DP, DTC, DT, CB, f  ), and the specific 

structure of the digital RMB smart contract model is shown in Fig. 1. SC denotes the smart contract, 

EOA represents the public key (i.e., Ether address), EPK stands for the private key, and the 

participating entities in the model have Ethernet addresses to ensure smooth communication between 

the entities and the smart contract on the chain. 
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Figure 1. Digital yuan intelligent contract model 

Ethernet users [33] are aware of how to create and deploy smart contracts, as well as functions to 

execute them.DTC has a set of public and private keys, i.e., (DTC. EOA, DTC. EPK), DS has a set 

of public and private keys, i.e., (DS. EOA, DS. EPK), and DP has a set of public and private keys, 

i.e., (DP. EOA, DP. EPK). The Parity-Ethereum wallet3-based federated blockchain will be used as a 

tool for application modeling, and the Digital RMB smart contract will be written using Solidity 
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language as well as will be debugged in Remix IDE. DTSC and CDSC will be compiled and deployed 

after the Parity network is configured in Truffle4. 

In order to reduce the time spent waiting for blocks during testing and to address the situation where 

an organization’s internal network or external network is unable to synchronize blocks, the PoA 

Consensus Algorithm-based federated blockchain was created. The characteristics of a PoA-based 

federated blockchain (PoA Chain) are divided into several points. PoA relies on pre-set Authority 

nodes to generate blocks. The second is that the number of Authority nodes can be set as required. 

Thirdly, the block generation time can be specified. For example, the block will be generated 5 

seconds after the transaction is received. Lastly, Ether nodes can connect to the PoA Chain and start 

transactions, contracts, etc., normally. In addition, DTSC and CDSC will be deployed on the PoA 

Chain. 

DS applies to DTC to join the PoA Chain and obtains the public and private keys from DTC.DS pays 

a deposit to DTSC to be eligible to sell resources.DS provides DTC with information about the data 

resources to be sold, and DTC sends the demand for the resources, the price of the resources, and the 

resource number to DS.DS broadcasts the demand for the resources to the whole network and listens 

to the demand from DP.DP applies to DTC to join the PoA Chain and obtains the public and private 

key pairs from DTSC to be eligible to purchase the resources. DP selects DS based on its demand and 

selects DP through DTSC to join the PoA Chain. DTC applies to join the PoA Chain and obtains a 

public-private key pair from DTC.DP pays a deposit to DTSC to qualify for the purchase. DP selects 

DS based on its demand and negotiates the transaction details with DS through the PoA Chain. DP, 

DTC, and DS form a supply path for data resources. After DS and DP reach a consensus through 

negotiation, the complete transaction authentication data will be written to CDSC.DTC verifies the 

CDSC and deploys it to the PoA Chain. At the same time, DTC is also the bookkeeping node that 

verifies this transaction. If the transaction between DP and DS is not disputed, the payment and 

settlement of the transaction are completed automatically. If the transaction between DP and DS is 

disputed, i.e., the data resources provided by DS do not meet DP requirements, DTC will arbitrate the 

dispute. Depending on the outcome of the arbitration, DTC will forfeit the deposit in order to penalize 

DS or DP. Additionally, the deposit can be refunded if DS and DP wish to withdraw from the 

transaction prior to its commencement. 

The algorithm of DTSC mainly consists of the following steps. 

1) Request to purchase data resources 

DP first calls the RequestGetData function in DTSC to pay the deposit for participating in the 

transaction and selects DS by matching the information of data resources. After DP selects 

DS, DP, and DS reach a consensus through negotiation and sign the CDSC. After that, DS 

sends the CDSC to DTC for verification. After DTC validates the CDSC, it will be deployed 

on the blockchain. 

2) Successful transaction and payment settlement 

After DP obtains data resources from DS, DP needs to execute the ConfirmResult function in 

DTSC so that DTC knows that DP has obtained data resources. The payment settlement of the 

transaction is automatically carried out by the DTSC only after the DP is satisfied. The 

deposits of both DS and DP will be refunded once the transaction is successful. In addition, 

DTC and DS will receive their respective profit shares. 

3) Dispute Resolution 
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If the confirmation result of DP is false, i.e., DP is not satisfied with the acquired data 

resources, DTC will intervene in the dispute arbitration. If the arbitration result is that DP is 

correct, then DP will receive a refund, and DS’s deposit will be forfeited. If the arbitration 

result is that DP is incorrect, then DP’s margin will be forfeited and DTSC will automatically 

proceed with the payment settlement of the transaction. Upon successful completion of the 

transaction, DTSC and DS will receive a share of the corresponding profits. 

2.2 Payment settlement privacy protection methods 

2.2.1 Data pre-processing 

In this paper, we design the Grid Smart Payment Settlement privacy protection method, which first 

divides the data into two parts and calculates the hash value of each part separately before uploading 

the data to the smart contract. Then, each part is encrypted using Alice’s private key in the blockchain. 

After completing this operation, the encrypted two parts are uploaded to IPFS. 

After uploading these two parts of data to IPFS, two 1 2( , )sIA IA IA  can be obtained, which represent 

the address information of these two parts of data in the IPFS network. Two CHs can be obtained 

from this address information: 

 
[ 2 : 1 3 6 3 2 7 ]

[ 1: 71 3 6 3 2 8 7 ]

CH Q

M

mPm vju

R

mDvM

r

Kw

CH QmY cwu zpp qrXHU AmPb HdQWB

u uEKh wqypWKq

M M

LSyLBLU

FD pKhwHhjc

H t SK irpx
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The two CHs represent two file paths in the IPFS network. Based on these two CHs, two sIA  can 

be constructed, viz: 

 
[ 1: : / / . / / 1]

[ 2 : : / / . / / 2]

LA https ipfs io ipfs CH

LA https ipfs io ipfs CH
 (2) 

Everyone has access to a number of files based on these two sIA . In this chapter, Alice needs to 

encrypt the CH of the IA as EIA using the public key of the recipient when obtaining the IA of the 

data in order to secure the private key of the IA during the checking step. The EIA is constructed as 

follows: 

 
[ 1: : / / . / / ( 1)]

[ 2 : : / / . / / ( 2)]

PB

PB

EIA https ipfs io ipfs E CH

EIA https ipfs io ipfs E CH
 (3) 

When Alice gets the data EIA, Alice uses two different keys generated in the symmetric algorithm, 

1K   and 2K  . Alice then uses 1K   and 2K   to encrypt the EIA of both data to 
1 1( )KE ELA   and 

2 2( )KE ELA , respectively. Finally, Alice performs the following hash operation to obtain the hash 

value 
1 21 1 2( ( ) ( ))K Kh Hash E EIA E EIA=  of 

1 21 2( ) ( )K KE EIA E EIA . The bitstream is then encrypted 

using Bob’s public key in the blockchain with the above hash result in the form of 

1 2 1 21 2 1 2( ( ) ( ( ( ( )))K K K KE EIA E EIA Hash E EIA E EIA . After Alice obtains encrypted IPFS addresses, 

Alice sends these addresses to Bob via the blockchain. This paper assumes that Alice must send the 

correct IA to Bob, i.e., that the IA is indeed an IPFS address and stores data. 
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2.2.2 Exchange of I - upper half data 

The proposed protocol in this paper is based on the unintentional transmission protocol [34], and 

therefore, the steps of the unintentional transmission protocol need to be followed. It is specified as 

follows. 

1) Alice generates two public-private key pairs 1 1 2 2( , ), ( , )P S P S . 

2) Bob generates a symmetric key 3K . 

3) Alice sends the two public keys 1 2( , )P P  to Bob. 

4) Bob randomly chooses a public key of Alice (assumed to be 1P ) and encrypts 3K  using 1P , 

i.e., its ciphertext result is 
1 3( )PE K . 

5) Bob sends the ciphertext result 
1 3( )PE K  to Alice. 

6) Alice decrypts 
1 3( )PE K  using her private key to obtain the following two keys as follows: 

 
1 1 2 13 3 3( ( )), ( ( ))R R wrong R RK D E K K D E K= = 。 (4) 

One of the results is Bob’s symmetric key 3K , and the other result is garbled wrongK . 

Alice uses the above two key results to encrypt Alice’s two symmetric keys 1 2( , )K K  . i.e., the 

following ciphertext formula results are obtained: 

 
33 1 1 2 2( ) ( ), ( ) ( )

wrongK wrong KEK K E K EK K E K= =  (5) 

The result after Bob decrypts 3 1( )EK K  and wrongEK  using 3K  is shown below and obtains the 

correct Alice’s symmetric key 1K . At this point, Bob obtains an exact EIA, and after decrypting CH 

with Bob’s private key, he can obtain an exact IA and get the first part of the data. The formula is as 

follows: 

 
3 31 3 1 2( ( )), ( ( ))K wrong K wrongK D EK K K D EK K= =  (6) 

By performing the above process, Bob can obtain half of the target data. After Alice obtains the value 

of half of the data from Bob, she can choose to terminate or continue the agreement depending on 

Bob’s satisfaction with the data. 

2.2.3 Exchange II - lower part of data 

If Bob gets half of the target data and chooses to continue the protocol, they (Alice and Bob) can 

perform the following steps. 

1) Alice combines the public key as 1 2( / / )S S  and encrypts it as 1 2( / / )
BobPC E S S=  using 

Bob’s public key and sends it to Bob. 



Application of Digital RMB Smart Contracts in Grid Smart Payment Settlement 

 

7 

2) Bob decrypts 1 2( / / )
BobPC E S S=  using the private key in the blockchain and obtains 1S  and 

2S  with the following decryption formula: 

 1 2 1 2( ) ( ( / / ))
Bab Bab BabS S PS S D C D E S S= =  (7) 

3) Bob decrypts data 
1 3( )PE K  using 1S , 2S , and Bob gets 3K  and wrongK , the two formulas 

are as follows: 

 
31 3 1 2 2( ( )), ( ( ))

wrongK K wrongK D EK K K D EK K= = 。 (8) 

4) Bob receives the next EIA and the other half of the parsed target data. By performing the 

above process, Bob can obtain the other half of the data and then terminate the protocol. In 

this process, all information exchanged between Alice and Bob is encrypted using the public 

key of the receiver in the blockchain to better protect the privacy of information in the grid 

smart payment settlement. Therefore, even though the scheme is based on the public chain, 

other nodes in the chain cannot directly obtain the information content from the interaction 

information between the two parties of the transaction. 

2.3 Smart contract-based grid smart payment and settlement system design 

The overall architecture of the system for designing smart payment settlement for the grid based on 

the smart contract model sub-design constructed above is shown in Figure 2. The data review module 

is primarily responsible for reviewing the data, and the incentive mechanism and mixed sampling 

strategy are essential in the review process. The identity management module is responsible for some 

operations at the user layer, in which different identities are managed in terms of permissions. In 

addition to realizing role-based permission management, the identity management module is also 

divided into identity registration and identity change, which require the use of the underlying 

blockchain platform and the relevant functions of the privacy computing network. The computational 

task execution module is responsible for the entire cycle from the execution to the end of the 

computational task, which requires the use of the blockchain platform and privacy computing network 

to collaborate to complete the work of the relevant computational tasks. The incentive mechanism is 

throughout the entire grid smart transaction, including the incentive mechanism based on the size of 

the data volume during the data review process and the incentive strategy after the computation task 

has been executed. The payment and order module is mainly responsible for processing payments 

after data transactions are completed, including processing completed and pending orders. The 

underlying blockchain platform is mainly responsible for the deployment and operation of some core 

functional chain codes to support the upper layer modules, including the use of smart contract 

technology and CA authentication technology; the privacy computing network is mainly responsible 

for the implementation of the core computing function logic in the process of computing tasks and 

the authorization management of data calculation results with the blockchain platform, including the 

use of multi-party security calculation in privacy computing to This includes the use of multi-party 

secure computing in privacy computing to serve as a technical solution for privacy computing on the 

platform. The underlying calling algorithms are the algorithms called for the completion of the 

security calculation, such as the secret sharing algorithm, etc., and the storage is the information 

storage of some core structures on the chain code and the intermediate and final storage in the process 

of data flow. 
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Figure 2. Overall system architecture 

3 Results and discussion 

3.1 Smart Contract Calling Cost Analysis 

3.1.1 Function cost analysis results 

In this paper, we first explore the invocation cost of the proposed digital RMB smart contract in the 

application by deploying the designed smart contract on the Ropsten test network of Ethernet, 

utilizing the Remix IDE compilation environment and the MetaMask wallet. This section focuses on 

analyzing the cost of creating and invoking smart contracts, which will pave the way for their 

application in grid smart payment settlement. The cost of executing different functions for the digital 

RMB smart contract is shown in Table 1. At the time of the experimental test, the conversion 

relationship between Ether and USD was 1eth 1528.24USD , and that between Ether and Gas was 

1gas 0.000000001eth . The cost of creating and deploying a smart contract in the blockchain is 

6.046 USD, which is a high cost compared to other function calls. However, contract creation and 

deployment is only a one-time cost to initialize the system. The cost of creating and calling smart 

contracts is minimal compared to purchasing and maintaining a private database. 

Table 1. The cost of invocation of different functions in a smart contract 

Function Gas cost Actual transaction cost USD 

Contract creation 3956241 0.003956 6.046 

Add authorized user 95478 9.55E-05 0.146 

Remove authorized user 26431 2.64E-05 0.040 

Add authorized user role 112546 0.000113 0.172 

Remove the authorized user role 25413 2.54E-05 0.039 

Add role permission 211547 0.000212 0.323 

Remove role permission 35264 3.53E-05 0.054 

User role remapping 118542 0.000119 0.181 

Is access 27854 2.79E-05 0.043 
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In this paper, the cost of a smart contract designed based on blockchain technology is compared and 

analyzed with the existing smart contract scheme 1 and scheme 2, and the result of the smart contract 

function cost comparison is shown in Figure 3. There are 8 main functions involved in this scheme, 

so the cost spent in the contract creation and deployment phase is compared to the other two schemes 

because the other two schemes do not contain add UserRole, remove UserRole, add Permission, 

remove Permission, re Mapping and is Access These six functions, so the cost of creating and 

deploying the digital RMB smart contract designed in this paper is more expensive. For the add User 

function, the invocation cost in Scenario 1 and Scenario 2 is 0.256USD and 0.112USD respectively, 

and the invocation cost of the smart contract designed in this paper is 0.146USD, which is higher than 

that of Scenario 2 but lower than that of Scenario 1. For the remove User function, the invocation 

cost of Scenario 1 and Scenario 2 is 0.182USD and 0.075USD, respectively, and the invocation cost 

of the digital RMB smart contract designed in this paper is 0.182USD and 0.075USD, respectively. 

USD, and the invocation cost in this paper’s digital RMB smart contract is 0.04 USD. Compared with 

the other two schemes, the remove User function of this paper’s smart contract spends the least 

amount of money, so the designed digital RMB smart contract is feasible in terms of the cost of these 

two types of function invocations. 

 

Figure 3. Cost analysis of intelligent contract function 

3.1.2 Comparative analysis of deployment costs 

This paper compares existing smart contract schemes 3 and 4 for cost because the smart contract 

designed in this paper will involve user role update operations in grid smart payment settlement. The 

results of the deployment cost comparison analysis are shown in Table 2. The cost of scheme 4, 

0.0099eth, does not increase with the increase of the number of roles and the number of role updates, 

while the smart contract and scheme 3 in this paper increase with the increase of the number of roles 

and the number of role updates. When there are 5 roles in the smart contract and 15 updates, the cost 

of this paper’s smart contract and scheme 3 is 0.0087eth and 0.0092eth, respectively, and the cost of 

this paper’s smart contract is lower. When there are 15 roles in the smart contract and the roles are 

updated 15 times, the cost of the smart contract in this paper is 0.048eth, and the cost of Scheme 3 is 

0.094eth. After that, as the number of roles and the number of times of updating increase, the increase 

in Scheme 3 is greater, so when the number of roles and the number of times of updating exist in the 

smart contract are equal to or higher than 15 times, the cost of the smart contract in this paper is more 

practical and feasible than the existing smart contract Scheme 4 is more practical and feasible. If the 
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number of roles and the number of updates present in the scheme are less than 15, the cost of the 

smart contract herein is more practical and feasible than the existing smart contract scheme 3. 

Table 2. Deployment cost comparison analysis 

Character number 
Number of updates 

5 15 

0 This article Solution 3 Solution 4 This article Solution 3 Solution 4 

5 0.0024 0.0074 0.099 0.0087 0.0092 0.099 

10 0.0052 0.032 0.099 0.024 0.052 0.099 

15 0.0068 0.072 0.099 0.048 0.094 0.099 

20 0.024 0.101 0.099 0.078 0.142 0.099 

25 0.036 0.152 0.099 0.104 0.184 0.099 

30 0.058 0.172 0.099 0.152 0.201 0.099 

35 0.072 0.192 0.099 0.197 0.325 0.099 

40 0.081 0.203 0.099 0.228 0.397 0.099 

45 0.086 0.241 0.099 0.265 0.425 0.099 

3.2 Application Analysis of Grid Intelligent Payment and Settlement System 

The cost of the digital RMB smart contract was analyzed above, and in order to explore the 

performance of the grid smart payment and settlement system based on this smart contract, this 

section tests the performance of the model by deploying the grid smart payment and settlement system 

based on the digital RMB smart contract on Hyperledger Fabric. Specifically, the smart contract 

model and Hyperledger Fabric are deployed on a laptop computer configured with 16.04 Ubuntu, 

2GB RAM, and a 1GHz processor. Hyperledger Fabric is used as the performance testing tool. A 

series of tests were done for the performance of the grid smart payment settlement system. 

Theoretically, in a realistic grid smart payment settlement environment, the throughput of 

Hyperledger is 2000 TPS (TPS refers to the number of transactions processed per second). Due to the 

test environment, the test system’s throughput can only reach 100 TPS. Once the system is deployed 

in the grid smart payment settlement environment, the efficiency of the system will far exceed the 

test data, and all transactions will be recorded quickly in the smart contract. 

3.2.1 Transaction Latency and Success Rate Simulation Analysis 

The Grid Smart Payment Settlement System’s network performance is measured by chain code call 

latency, transaction upload success rate, request latency, and send rate in this paper. Specifically, chain 

code invocation delay refers to the delay in recording a transaction in the grid smart payment 

settlement system. The probability of a transaction being successfully recorded in the grid smart 

payment settlement system is known as the transaction success rate. Request delay is the time it takes 

for a node to access the grid smart payment settlement system. The send rate is the number of 

transactions sent by a node to the grid smart payment settlement system per second. In the test, the 

sending rate is changed from 50 to 300 TPS to observe the changes in other indicators, and then the 

performance of the system is analyzed based on the test results. The network performance test results 

of the digital RMB smart contract based on blockchain technology are shown in Fig. 4, (a)-(c) 

represent the chain code invocation delay, the success rate of transaction uploading, and the change 

of access delay with the transaction sending rate, respectively. From the overall trend, the delay in 

calling the chain code in smart contract technology generally increases with the rate of transaction 
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sending. When the transaction sending rate increases from 250TPS to 300TPS, the average chain 

code invocation latency in smart contract technology shows a decreasing trend. From the results in 

Fig. 4(b), the average transaction on-chain success rate of the digital RMB smart contract-based grid 

payment and settlement system generally decreases with the growth of the transaction sending rate. 

A small increase in the success rate of transaction on-chaining occurs when the transaction sending 

rate reaches 300 TPS. The small increase in this part is a test error, which occurs after several 

measurements for unknown reasons. From the analysis results of access delay with transaction 

sending rate, the average access delay of grid payment and settlement system increases with the 

increase of transaction sending rate, and the average access delay time reaches the maximum at 

300TPS, which is 1.42s. The minimum access delay is always between 0-0.1s in 50-300TPS. 

  

(a) Chaincode invoke latency (b) Success rate 

 

(c) Query latency 

Figure 4. Network performance test results 

3.2.2 Time consumption analysis 

To analyze the time consumption of each step of the grid smart payment settlement system based on 

digital RMB smart contracts in real applications. The grid smart payment settlement system designed 

in this paper is deployed in a test environment, and the maximum order of homomorphic 
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multiplication that the server can handle is set to 10, and the throughput of the system is set to 100 

TPS. Therefore, the grid smart payment settlement system based on the digital RMB smart contract 

designed in this paper can be deployed on lightweight clients, such as cell phones. The smart contract-

based grid smart payment settlement contains seven steps, and in the test, the average running time 

of each step is shown in Fig. 5. Among them, Step 2 and Step 6 are the longest time-consuming ones, 

which are 3.20 seconds and 2.03 seconds, respectively. These two steps can be carried out in the 

preparation and validation phases prior to the grid-smart payment settlement operation, so these two 

steps have no impact on getting the payment settlement result quickly. Step 4 is the request phase, 

and steps 5 and 6 are the feedback phase. Step 7 is the recovery phase. It takes only 2.69 seconds 

from sending the request to finally recovering the result. Therefore, the theoretical on-chain operation 

time of this system is only 2.69 seconds. For grid smart payment settlement, this speed does not bring 

any extra delay, so this test result theoretically meets the demand of grid smart payment settlement 

practical application. 

 

Figure 5. Delay in the step of the grid intelligent payment settlement system 

4 Conclusion 

This paper designs a digital RMB smart contract based on blockchain technology and combines smart 

contracts with privacy protection methods to construct a smart payment and settlement system for the 

power grid. The cost of smart contracts is verified, and the results show that for the remove User 

function, the invocation cost is 0.182USD and 0.075USD in Scheme 1 and Scheme 2, respectively, 

and the invocation cost in the digital RMB smart contract in this paper is 0.04USD, which is the least 

cost of the remove User function of this paper’s smart contract compared with the other two schemes. 

The smart contract proposed in this paper has the lowest deployment cost among the existing schemes. 

The simulation analysis of the smart payment computing system for the grid reveals that the average 

chain code invocation latency in the smart contract technique shows a decreasing trend when the 

transaction sending rate is increased from 250TPS to 300TPS. The minimum access delay of the 

system is always between 0-0.1s in 50-300TPS. In addition, the theoretical on-chain operation time 

of this system is only 2.69 s, which meets the demand of the practical application of grid smart 

payment settlement. The results show that the application of the proposed smart contract in grid smart 

payment and settlement can reduce delays and improve payment efficiency in the payment and 

settlement system. 
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